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COTA (WA) HR

Policy Statement

SECTION 4.0 STAKEHOLDER AND COMMUNITY ENGAGEMENT POLICY

A

COTA%

WESTERN AUSTRALIA
for older Australians

COTA (WA) is committed to respecting the diversity, culture, uniqueness, values and beliefs of all

individuals. To treat staff, volunteers, partners and their clients with courtesy, respect and

consideration, act on complaints and provide services to the best of their ability, while representing
COTA (WA) in a positive way.

COTA (WA) expectation is that all Corporate and Community Partners are required to comply with all

COTA (WA) approved policies and procedures.

The Objectives

1. To create a culture of fairness and respect.

2. To provide guidelines for compliance, structure and consistency for all staff and volunteers.

3. To act as a key component of internal control mechanisms.

4. To communicate organisational expectations.

Scope

COTA (WA) Board, Staff, Volunteers, Corporate volunteers.

Corporate and Community Partners.

Relevant Policies, Procedures and Documents

Policies

Procedures + Processes Forms

4.1 Privacy & Confidentiality

Engagement 4.3 Media

4.4 Contract Management
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4.1 Privacy and Confidentiality

4.1.1 About this Privacy Policy

1.1. Council on the Ageing WA Inc ABN 79 970 893 100 (COTA WA, we, us or our) has

implemented this Privacy Policy to provide information about what kinds of Personal
Information we may collect or hold, how we collect, hold, use and disclose that Personal
Information, choices you have regarding our use of that Personal Information, and your
ability to access or correct that Personal Information. If you wish to make any inquiries
regarding this Privacy Policy, you should contact our Privacy Officer in any of the ways
specified in paragraph 15.

1.2. From time to time, COTA WA may be related to other companies and entities (related

entities). This Privacy Policy applies to the use of your Personal Information by us and by
those related entities. Those related entities may also have their own privacy policies which
set out additional detail or differences in their privacy practices. To the extent that those
privacy policies are inconsistent with this Privacy Policy, those privacy policies will prevail
over this Privacy Policy in relation to the actions of those related entities. A reference in this
Privacy Policy to COTA WA, we, us or our is also a reference to those related entities.

4.1.2 Personal Information

2.1 "Personal Information" is information or an opinion, whether true or not, and whether

recorded in a material form or not, about an identified individual or an individual who is
reasonably identifiable.

4.1.3 What Personal Information do we collect and hold?

a)

b)

4.3 The types of Personal Information we may collect about an individual will depend upon the

nature of our interaction with them. Personal Information that we collect may include (but
is not limited to) the following:
our members: details to verify your identity, your contact details including your name, email
address, postal address, age and/or date of birth, contact details including telephone numbers
(landline and/or mobile) and payment details, such as your credit card or bank account details
(where required)

our mall walking participants and volunteer mall walk leaders: details to verify your identity
including your name, gender, age and/or date of birth, your contact details including your
email address, postal address, contact numbers including telephone numbers (landline and/or
mobile), medical information including medical history (including information about the
medical conditions and medications you require), your doctor's contact details, your
emergency contact's details, medical certificates (for clearance purposes). For volunteer mall
walk leaders we also collect a National Police Check clearance, a list of the languages you
speak, a first-aid certificate and a copy of your driving licence details, including driving licence
number
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c) our mall walking sponsors (e.g. shopping centres): identification and contact information
including the shopping centre's representatives' name, position, organisation name, postal
address, email address, fax and telephone numbers (landline and/or mobile)

d) our strength for life (SFL) participants: details to verify your identity and contact details
including your name, postal address, telephone numbers (landline and/or mobile) and email
address; referrals from your General Practitioner which includes the name of your medical
centre, its address, the name of the doctor making the referral, their telephone numbers
(landline and/or mobile) and email address; your medical details including any conditions you
have, your gender, blood pressure, health history, current medications you take, details of
your private health insurance fund (if applicable), an indication of whether you are Aboriginal
or Torres Strait Islander and whether you have a disability and whether you hold a concession
card

e) our strength for life (SFL) providers (including individuals who work for the provider as
instructors): details to verify your identity including your name, Australian Business Number,
fax and telephone numbers (landline and/or mobile) and email address; other professional
information including an insurance certificate of currency and licences including a minimum of
a certificate 4 in fitness, professional registration details with Fitness Australia, Physical Activity
Australia, Exercise Sport Science Australia, Australian Physiotherapy Association, or the
Australian Health Practitioner Regulation Authority (AHPRA); and card details for events (held
by us or our third party service providers such as Eventbrite in case of refunds); and provider
fees

f) our strength for life (SFL) instructors: identification and contact information including your
name, centre(s) where you are an instructor, postal address, telephone numbers (landline
and/or mobile); your qualifications, registration fees for a course and payment details, such as
your credit card or bank account details which are held by us (or by our third party service
providers such as Eventbrite) in the case of a refund of SFL Instructor Course or registration
for a Refresher Course; we may also need to collect your credit card details for SFL Provider
Agreements or Organisational Memberships

g) our strength for life trainers: identification and contact details including name, postal address,
telephone numbers (landline and/or mobile) and any other details that appear on your resume
that we collect such as a list of your qualifications

h) our mentoring 2 work (M2W) mentors: identification and contact information including
telephone numbers (landline and/or mobile), email address, age and/or date of birth, postal
address and other details including employment details and record of a National Police Check

i) our mentoring to work (M2W) mentees: identification and contact information including
name, postal address, age and/or date of birth, gender, email address, telephone numbers
(landline and/or mobile), country of birth, an indication of whether you are Aboriginal or
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Torres Strait Islander, indication of whether you have a disability, Centrelink, employment
consultation or employment broker details and any other education details

our WA seniors awards nominees: identification and contact information including name,
postal address, email address and age and/or date of birth

our WA seniors awards nominators: identification and contact information including name,
postal address and email address

our WA community grants applicants (organisations): identification and contact information
including name, postal address, email address; Australian Business Number, bank details to
transfer grant funds and any applicable organisational details, and

any person who comes into contact with COTA WA (including any of the above categories):
information about your contact with us, including your interactions with us and our Websites
and other technologies, photographs and/or images from camera footage such as CCTV
cameras in our premises, and information from social media accounts and profiles, and other
publicly available sources.

4.3 We collect and record Personal Information about individuals such as:

a) our members, customers, potential members and customers and their
representatives

b) our suppliers and service providers and potential suppliers and service providers and
their representatives, directors, partners, proprietors and shareholders

c) contractors and subcontractors and potential contractors and subcontractors and
their representatives in relation to providing goods and services to us

d) our employees past and present, including applicants, and

e) any other person who comes into contact with COTA WA.

4.3 We are authorised to collect tax file numbers (TFNs) by the Income Tax Assessment Act 1936

(Cth). It is not compulsory for you to provide your TFN for our products and services, but if
you do not, taxation law may require additional deductions to be made from amounts
payable to you.
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4.1.4 How and when do we collect Personal Information?

4.3 We collect your Personal Information to allow us to conduct our organisational functions, to

provide, market and sell our products and services and for the specified purposes set out in

paragraph 6. In some circumstances the collection of Personal Information may be required

by law.

4.3 We may collect your Personal Information in the course of providing you with goods or

services, or:

a)

b)

c)

d)
e)

f)

g)
h)

j)
k)

m)

n)

o)

when you apply with us (or through our third-party service provider, IMS) to become
a member of our organisation, or to renew your membership with us, or otherwise to
manage your COTA WA membership

when you use or buy our products or services

when you enrol to participate in our programs for members, including the Mall
Walking Program, Strength for Life Program, Mentoring 2 Work (M2W) Program, or
enrol to attend a seminar conducted by us or another third-party provider

when you make a donation to us
when you provide us, or you offer or apply to supply us, with goods or services

when you provide information to us in any way (including by completing a form,
disclosing information over the phone or via email, or providing us a business card)

when you request information about us, our products or our services
when you provide feedback to us

when you visit or fill in a form on our Website (see paragraph 5)
when you register for or use an account on our Website

when you visit premises from which we operate

when you (or your employer) provide that information to us in the course of
conducting or administering our relationship with you, or when you are carrying out
activities in connection with our operations

when you submit a job or volunteer application to us,

when you otherwise contact us by telephone, fax, email, social media, post or in
person, or

where we are otherwise required or authorised by law to do so.

4.3 Generally, when providing our products and services, dealing with our personnel, or

obtaining goods and services from our service providers, suppliers or contractors, we collect

Personal Information directly from the relevant individual where reasonable and

practicable.
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4.4 We may also collect Personal Information about you from third parties and other sources such
as:

a) IMS (Insurance and Membership Services, which is our third-party membership
services provider)

b) your General Practitioner

c) your nominated representatives (e.g. spouse, accountant, power of attorney, brokers
and other professional advisors)

d) publicly available sources of information

e) nominators for awards

f) related entities or businesses of COTA WA

g) our service providers, such as our program providers and accredited instructors for
our Strength for Life program, or

h) if you are an instructor for our Strength for Life program, the program provider (if
applicable),

but we will only collect your Personal Information in this way if it is unreasonable or
impracticable to collect this information directly from you or if we are otherwise permitted
to do so.

4.5 If the Personal Information we collect includes sensitive information, including health
information, we will ask for your consent to collect sensitive information, unless the law allows us
to collect it without your consent.

4.6 Where we engage with you multiple times over a short period in relation to the same matter, we
may not provide you with a separate notice about privacy each time we engage with you.

4.7 In most cases, if you choose not to provide your Personal Information to us for the purposes set
out in this Privacy Policy, or if we do not or are unable to collect the Personal Information we
require, we may not be able to provide you with requested information, products or services, or
to effectively conduct our relationship with you. If staff or volunteers chose not to provide the
relevant Personal Information, they may not be able to work in their respective positions.

4.1.5 Information collected via our Website

5.1 Personal Information may be collected by us and by our third-party service providers who assist
us in operating our websites at www.cotawa.org.au including its subdomains and any other website
we operate from time to time (collectively the Website).

5.2 We may use various technological methods from time to time to track the visiting patterns of
individuals accessing our Website, including but not limited to the methods set out in this
paragraph 5.

Google Analytics
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5.3 We use Google Analytics to help analyse how you use our Website. Google Analytics generates
statistical and other information about website use by means of cookies, which are stored on
users' computers. The information generated is used to create reports about the use of our
Website. Google will store this information.

5.4 If you do not want your Website visit data reported by Google Analytics, you can install the Google
Analytics opt-out browser add-on. For more details on installing and uninstalling the add-on,
please visit the Google Analytics opt-out page at https://tools.google.com/dlpage/gaoptoutset

Click Stream Data

5.5 When you read, browse or download information from our Website, we or our internet service
provider may also collect information such as the date, time and duration of a visit, the pages
accessed, the IP address of your computer, and any information downloaded. This information
may be used for purposes including statistical, reporting and website administration, maintenance
and improvement purposes.

Cookies

5.6 Our Website may use 'cookies' from time to time. Cookies are small text files that are transferred
to a user's computer hard drive by a website for the purpose of storing information about a user's
identity, browser type or website visiting patterns. Cookies may be used on our Website to
monitor web traffic, for example the time of visit, pages visited and some system information
about the type of computer being used. We use this information to enhance the content and
services offered on our Website.

5.7 Cookies are sometimes also used to collect information about what pages you visit and the type
of software you are using. If you access our Website or click-through to our Website from a link in
an email we send you, a cookie may be downloaded onto your computer's hard drive.

5.8 Cookies may also be used for other purposes on our Website.

5.9 You can configure your browser to accept all cookies, reject all cookies, or notify you when a
cookie is sent. Each browser is different, so check the "Help" menu of your browser to learn how
to change your cookie preferences. Alternatively, you can control some third-party cookies by
using a privacy enhancement platform such as optout.aboutads.info or youronlinechoices.com.

For more information about cookies, visit: allaboutcookies.org

5.10 If you disable the use of cookies on your web browser or remove or reject specific cookies from
our Website or linked sites then you may not be able to gain access to all of the content and
facilities in those websites.

Third-Party Content (e.g. Social Media Links)

5.11 Some of the content on our Website may include applications made available by third
parties, such as social media buttons or links that allow you to share content or links to our
Website through the relevant third-party platforms. These third-party applications
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themselves may facilitate collection of information by those third parties, through your

interaction with the applications and sometimes even if you do not interact directly with

them. We are not responsible for the technical operation of these applications or the

collection and use practices of the relevant third parties. Please visit the relevant third-

party websites to understand their privacy practices and options they may make available

to you in relation to their collection of your Personal Information.

4.1.6 How do we use your Personal Information?

6.1 We use the Personal Information we collect about you for our organisational functions

and activities, in order to operate our services efficiently, and to market our products and

services for the benefit of our members.

6.2 We may collect, hold and use your Personal Information:

a)

b)

c)

d)

e)

f)

g)

h)

j)

k)

to identify and communicate with you and to communicate with providers

to enable us to provide you with requested information, newsletters, products or
services and information about events such as Annual General Meetings for members

to otherwise assist members by providing them with information and support

to collect and process payments, including membership payments, donations and
bequests

to help us to manage and enhance products or services we provide to you

to help us to manage and enhance goods and services we procure from our suppliers
and subcontractors

to personalise and customise your experiences on our Website
to support our staff and volunteers

to manage and administer your membership with us, or any account you may hold
with us

to promote and market our products and services to you, including providing you with
programs, brochures, flyers, posters, newsletters or magazines

to provide you with information that we believe may be of interest to you or that you
may be interested in receiving, including advertising material, regarding us, our clients,
our partners, other sector organisations and local governments

to conduct research (including via surveys) for the purposes of improving existing
products or services or creating new products or services such as by inviting
participation in surveys
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m) to help us research the needs of our customers to enable us to market our products
and services with a better understanding of your needs and the needs of customers
generally

n) to protect you and us from fraud

o) to provide for the safety and security of workers and onsite visitors

p) to help us manage our charitable operations

g) for business support purposes including maintenance, backup and audit
r) to process any job or volunteer application submitted by you

s) to respond to any queries or complaints you may have

t) to investigate, review, mitigate risks associated with, and inform you of, a data or
other security breach involving your Personal Information, or

u) to comply with our statutory, contractual and legal obligations.

We may aggregate Personal Information for reporting, statistical and analysis purposes, and for

business, product and service improvement purposes. This allows us to better inform ourselves and

anticipate our customers' preferences and requirements, and to monitor and improve the

effectiveness of our business, products and services. We may also de-identify information for

inclusion in such aggregated databases or reports, as well as for provision to the federal Department

of Social Services, state Department of Communities, Australian Government Australian Sports

Commission, and federal Department of Health.

4.1.7

6.3 We reserve the right at all times to monitor, review, retain, and/or disclose any
information as necessary to satisfy any applicable law, but we have no obligation to
monitor the use of the Website or to retain the content of any user session.

6.4 You consent to us using your Personal Information in the above ways and as set out in this
Privacy Policy.

6.5 We may otherwise collect, use or disclose your Personal Information where the collection,
use or disclosure is:

a) in accordance with this Privacy Policy or any agreement you enter into with us, or

b) required or authorised by law, including without limitation the Australian Privacy
Principles under the Privacy Act 1988 (Cth).

When do we disclose your Personal Information?

7.1 COTA WA may disclose, or provide access to, your Personal Information to third parties in
connection with the purposes described in paragraph 6. Depending on the circumstances and
the nature of your engagement with us, we may disclose your Personal Information to our
related entities, to third parties that provide products and services to us or through us, or to
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other third parties (such as your referee(s) in connection with a job application you have
submitted), and in each case such parties may collect and/or hold your Personal Information
on our behalf.

7.2 We may also disclose your Personal Information to, and such parties may collect and/or
hold your Personal Information on our behalf:

a) any of COTA WA's internal divisions, business units or departments
b) your nominated representatives

c) other organisations or individuals who assist us in providing products and services to
you including but not limited to:

i. our processing partners including: Bluehost (https://www.bluehost.com),

Mailchimp  (https://mailchimp.com), SurveyMonkey, and Netlink Group

(https://netlinkgroup.com.au)

ii.  our business partners which include a number of ongoing relationships with
various third parties involved with our range of products and services, and

iii. our connected third parties including Google (https://www.google.com.au),

Facebook (https://www.facebook.com) and LinkedIn (https://www.linkedin.com)

d) professional service providers and advisors who perform functions on our behalf, such
as lawyers

e) medical providers including medical and rehabilitation practitioners for assessing
insurance claims (in relation to our staff and volunteers)

f) representatives, agents or contractors who are appointed by us in the ordinary
operation of our business to assist us in providing goods or services or administering
our business (such as for data storage or processing, printing, mailing, marketing,
planning and product or service development)

g) banks, lenders, valuers, insurers, brokers, auditors, business consultants and IT service
providers, and

h) Government, regulatory authorities and other persons and organisations as required
or authorised by law, including to allow our register of members to be inspected by
other members as permitted or required by law

7.3 We may also disclose your Personal Information to our Website host or software
application providers in certain limited circumstances, for example when our Website
experiences a technical problem or to ensure that it operates in an effective and secure
manner.

7.4 We may from time to time buy, merge, be amalgamated with, or partner with other
companies or organisations, and in so doing, acquire Personal Information. In such
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transactions, Personal Information may be among the transferred assets. Similarly, in the
event that a portion or substantially all of our organisation or assets are sold or transferred
to a third party, we may also disclose certain information including your Personal Information

to a purchaser or potential purchaser in connection with the sale or potential sale of us, our
organisation or any of our assets, including in insolvency.

4.1.8 Interstate and Overseas Disclosures

8.1 Generally, we do not send or disclose your Personal Information to overseas recipients. However,
we may from time to time use service providers located interstate within Australia and may
collect, use and disclose Personal Information generally within Australia (including between states
and territories).

8.2 Some of your Personal Information may also be disclosed, transferred, stored, processed or used
overseas by us, or by third party service providers. This may happen if:

a) our offices or related entities are overseas

b) we outsource certain activities overseas

c) transactions, information, services or products have an overseas connection, or
d) our computer systems including IT servers are located overseas

8.3 You consent to the collection, use, storage, and processing of your Personal Information outside
of Australia as set out in this Privacy Policy.

8.4 In particular, your Personal Information may be disclosed to third parties in such countries in
which those parties or their, or our, computer systems may be located from time to time, where
it may be used for the purposes described in this Privacy Policy. In these circumstances, your
Personal Information may be collected, used, stored and/or processed in those countries.

4.1.9 Other Uses and Disclosures

9.1 We may collect, use and disclose your Personal Information for other purposes not listed in this
Privacy Policy. If we do so, we will take reasonable steps to make it known to you at the time we
collect or use your Personal Information.

4.1.10 Marketing

10.1 You consent to us using your Personal Information for sending you information, including
promotional material, about us or our products and services, as well as the products and services
of our related entities and third parties, now and in the future. You also consent to us sending
you such information by means of direct mail, email, SMS and MMS messages.

10.2 If you do not want to receive marketing information from us, you can unsubscribe in any of the
following ways:
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a) clicking on the 'Unsubscribe' or subscription preferences link in a direct marketing email
that you have received from us

b) logging into your account on the Website and editing your communication preferences, or

c) contacting us using the contact details specified in paragraph 15.
4.1.11 Storage and Security of Personal Information held by us

11.1 We aim to keep your Personal Information secure. Any Personal Information that is collected
via our Website or which is held on our computer systems is protected by safeguards including
physical, technical (firewalls, SSL encryption etc) and procedural methods.

11.2 If we find that we no longer require or have no further need for your Personal Information we
may de-identify it or remove it from our systems and destroy all record of it.

4.1.12 You can Access and Update your Personal Information

12.1 You are generally entitled to access Personal Information that we hold about you. If you request
access to your Personal Information, in ordinary circumstances we will give you full access to your
Personal Information. Depending on the nature of the request, COTA WA may charge for
providing access to this information, however such charge will not be excessive. However, there
may be some legal or administrative reasons to deny access. If we refuse your request to access
your Personal Information, we will provide you with reasons for the refusal where we are required
by law to give those reasons.

12.2 A request for access can be made by contacting our Privacy Officer in any of the ways specified
in paragraph 15.

12.3 We take all reasonable steps to ensure that any Personal Information we collect and use is
accurate, complete and up-to-date. To assist us in this, you need to provide true, accurate, current
and complete information about yourself as requested, and properly update the information
provided to us to keep it true, accurate, current and complete.

12.4 Please contact us in any of the ways specified in paragraph 15 if you believe that the Personal
Information is inaccurate, incomplete or out of date, and we will use all reasonable efforts to
correct the information.

12.5 It would assist us to ensure we properly understand your request, and allow us to respond more
promptly, if requests are made in writing and include as much detail as possible.

4.1.13 How do we deal with Complaints about Privacy?

13.1 If you feel that we have not respected your privacy or that we have conducted ourselves
inconsistently with this Privacy Policy, please contact our Privacy Officer in any of the ways
specified in paragraph 15 and advise us as soon as possible. We will investigate your queries and
privacy complaints within a reasonable period of time depending on the complexity of the

complaint.
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13.2 It would assist us to respond to your complaint promptly if it is made in writing. Please detail
information relevant to your complaint.

13.3 We will notify you of the outcome of our investigation.
4.1.14 Updates to this Privacy Policy

We may, from time to time, review and update this Privacy Policy, including to take into account new
laws, regulations, practices and technology. All Personal Information held by us will be governed by
our most recent Privacy Policy, posted on our Website at: www.cotawa.org.au. Any changes to this

Privacy Policy may be advised to you by updating this page on our Website. We will aim to provide
reasonable advance notice of such changes though this may not always be possible depending on the
circumstances. We encourage you to check this page from time to time for any changes.

4.1.15 What to do if you have a question, problem or complaint, or you want to contact
us about our use of your Personal Information or this Privacy Policy

15.1 If you:

a) have a query or concern about this Privacy Policy or our Personal Information handling
processes

b) wish to make a complaint in relation to a breach of your privacy

c¢) would like to access your Personal Information held by us

d) would like to update or correct your Personal Information held by us, or
e) would like to opt out of direct marketing,

please contact our Privacy Officer (Executive Assistant to the CEO) in any of the following ways:

» Email Address: dana@cotawa.org.au

» Mailing Address: PO Box 923, Victoria Park, Western Australia 6979, or

» Phone: (08) 9472 0104
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